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Igniting Change 
ñThrough Project BonFire, Hill Air Force Base updates data servers and storage systems to assure that 

170 apps for jet and missile maintenance are available 24 x 7. 

Design, reliability and screaming speed. When you think Air Force, these three things typically would be 
synonymous with jets. But they also drove the thinking of the Hill Air Force Base systems staff when 
they set out to upgrade the Air Force Materiel Commandôs data center operations.

The command at the northern Utah base repairs and maintains F-16 and A-10 jet aircraft and 
intercontinental ballistic missiles. The mission: Keep these aircraft and missiles ever-ready for war. 
To do their jobs, military personnel rely on over 170 applications. Although the apps worked fine, in 
recent years, server sluggishness and downtime had become a problem, says Mike Jolley, chief of 
the Operational Policy Branch and program manager for the commandôs computer center. ñ

Source: FedTech è Magazine è  ñIgniting Changeò

Â http://fedtechmagazine.com/article.asp?item_id=278

Other Articles about Project BonFire:

Government Computing News è ñOrder out of chaosò

Â http://www.gcn.com/print/26_16/44607-1.html

Washington Technology è  ñSomething to celebrateò 

Â http://www.washingtontechnology.com/print/22_14/31170-1.html

Gartner » "Linux Case Study: The U.S. Air Force Goes From Big Unix 'Iron' to x86 Linux in 290 Days", By George J. 
Weiss

Â Gartner ID Number  G00156338, Publication Date: 26 June 2008 

Business Wire è ñHill Air Force Base Named First Red Hat Innovator of the Yearò

Â http://findarticles.com/p/articles/mi_m0EIN/is_2007_June_12/ai_n27269703
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Many Issues In Current Environment:

Å Application reliability problems 

Å Application performance problems 

Å Oracle consultants leaving after 6 years; lots of undocumented tribal knowledge

Å Storage area network replacement requires reloading of operating systems

Å Management complexity issues 

Å Server capacity utilization at maximum capacity

Å Not enough software stacks acquired

Å Server replacement required for old Oracle servers

Å Inadequate documentation

The prior focus appeared to be on individual technologies and not the integrated solution it delivered or how it 
could be easily grown and sustained.

To correct this, it would be safer and faster to deploy a new environment utilizing commercial best practices 
leveraged in typical ERP implementations or major ERP upgrades utilizing much cheaper IT infrastructure 
technologies. Regression testing would be utilized to insure new system design was adequate based on captured 
baselines of the legacy environment.  Regression testing would be a critical success factor. 

Regression Testing: Identify, Analyze, Resolve, Document Then Repeat

1. Determine if the system design will meet the needs of the business before going live

2. Detect application bottlenecks resulting in slow time or down time in production

3. Know if system can scale to the desired level of usage in production, test and development

4. Disaster recovery is completely successful and repeatable meeting MTTR requirements

5. Quantifiable data on how the design performed and is improved

A Test Is Worth Many Expert Opinionsé
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Streamline and simplify

Reduce the number of different platforms and architectures that must be supported.  Ensure that the technology stacks 

deployed work seamlessly, as if it were from a single vendor.  Consolidate vendor relationships where possible and 

establish deep partnerships with a core set of technology providers who work together now and in the future.  

Contain and reduce costs

Embrace open platforms that cost less and scale more effectively.  Automate the most labor intensive IT processes, like 

software maintenance and management. Ensure that the architecture works together - hardware, operating systems, 

services and key applications.  Embrace vendors that promote open standards and interoperability.  Ensure licensing terms 

cover the widest spectrum of customers.

Accelerate time to value

Pre-tested, validated best practices simplify and reduce deployment time for customers.  They also ensure resources are put to 

work and not on the shelf.  An example of this is dynamically provisioning a new or existing server from bare metal to a 

working environment utilizing a proven gold standard.  This process, called ñBare Metal Provisioningò, ensures a consistent, 

reliable and scalable end result.

Often times technology surpasses slow TTV before a solution is even implemented!
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Delivered services simply work:

Our application customers have gone from a state where they were down several times a week to a state where 

they are surprised if there is a system outage.  The developers are enjoying the freedom of developing in an 

environment that  mirrors production data and performance without the worry of affecting their users.  Fewer 

application bugs make it through the testing cycle to the production environment.  The distinct separation of 

application deployment tiers with controls in place has provided a production environment that simply works.  

Scheduled maintenance outages, communicated to our customers, have given them the confidence that we have 

control of our environment.

Improved quality of services delivered:

Database query performance is vastly improved, typically under a second

User response time is very consistent, typically under a second

DCAST load times have gone from over 8 hours to 2.5 hours

MRO MRP runs has gone from over 3 hours to 32 minutes

WSMT no longer brings down production databases

AMTS processes are no longer hanging

POU application has been stabilized

Dramatically reduced time to deploy and support new services:

A new customer can be transitioned to production in several days due the standardization, consolidation  

and tools used 

V CIDA was actually transitioned from Windows to Linux including a Oracle Forms and Reports upgrade in less 

than a day after customer contacted Mr. Jolley.

V Fluent Software  

V eFEMS

V Concerto

V AMTSé
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The essence of LEAN:  Increase capacity and quality, lower time to value, while reducing costs
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World class tier-0 MaxVM2 consolidation cloud that is less expensive than current tier-1 

solutions, smells like innovation

8
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Operational readiness (OR), is a state of capability defined as:

The capability to routinely provision, consume, and manage virtual infrastructure for an 

enterprise production environment

Roles and responsibilities are defined

Trained and experienced staff

IT Service Management processes adjusted to account for virtual infrastructure

Assessed at level 3 (Defined) VMware Maturity Model score

10
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This is real data showing customers having real problems with adopting VMware 
technology  (this chart shows actual numbers from other TAM customers)

Characteristics of the top, successful group:

Â VMware is a strategic, enterprise platform, VMware first policy in place for all new 
servers

Â Aggressive technology adoption balanced with people and process improvements

Characteristics of the bottom, trailing group

Â Lack of executive sponsorship and engagement ïVMware might be a department 
effort, out of sight of the key influencers.

Â Because of (1) they canôt influence LoBs to put their applications on VMware 
technology

Â VMware is seen as a small, tactical solution (server consolidation) and misses out 
on delivering high availability and fast time to market.

Customers new to VMware donôt know how to operationalize VMware, which means 
integrating into their operations framework, and this is something they have to do 
as part of technology adoption

Note that none of these barriers is technology related.  The VMware product works, it is 
rock solid, but to scale it in the enterprise you need to integrate it into the 
organizationôs people and process which is where the difficulty lies.

11
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How was it done? ïFocus on solving a problem, not applying a 

technology

The focus will be on capability, not just implementing technology.  There will be a strong focus on leveraging 

existing assets and procedures, for a holistic, enterprise capability.  VMwareôs tight integration of ITIL and other 

IT operational procedures will help increase the time-to-value and ROI of various independent VMware projects, 

and the enterprise-wide CVI.

More than just project doctrine, methodology includes:

Design thinking, not critical thinking

Herbert Simon has defined ñdesignò as the ñtransformation of existing conditions into preferred onesò. Design 

thinking is, then, always linked to an improved future. Unlike critical thinking, which is a process of analysis 

and is associated with the ñbreaking downò of ideas, design thinking is a creative process based around the 

ñbuilding upò of ideas.

Design thinking process: Define, Research, Ideate, Prototype, Choose, Implement, Learn.
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Virtualization is fundamentally disruptive to IT organizations.  

Virtualization provides technology improvements that can make IT more efficient when 

implemented correctly:

ü Disaster recovery

ü Security

ü High availability

ü Provisioning

ü Deployment

People and process planning for virtualization infrastructure operations and service 

management areas are critical yet often neglected

ü Consumption

ü Operations

ü Provisioning

ü Security

ü Change management

ü Configuration management

ü Incident and problem management

ü Capacity and availability management

With VMware VI, security can be one your greatest strengths or potentially  a serious 

vulnerability if planning and consideration is overlooked.

13
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How was it done? ïVision

Focus on the services delivered to support the customer, not the technology used to deliver them:

Delivered services simply work

Improve quality of services delivered

Dramatically reduce time to deploy and support new services 

Unified automated high availability (HA) solution for services and the associated data storage

Manage infrastructure smarter and more effectively

Contain and reduce costs:

Dramatically lower the total cost of ownership (TCO)

Accelerate time to value (TTV)

Reduce operating expenses (OPEX)

Reduce future capital expenses (CAPEX)

15
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How was it done? ïDesign Thinking

Design thinkers speak the language of viability. ñWhat is the real problem we are trying to solve?ò  They look to explore new opportunities 

independent of specific technologies.  

More than just project doctrine, BonFire methodology includes design thinking, not critical thinking.  Herbert Simon has definedñdesignò as the 
ñtransformation of existing conditions into preferred onesò.Design thinking is, then, always linked to an improved future. Unlike critical 
thinking, which is a process of analysis and is associated with the ñbreaking downò of ideas, design thinking is a creative process based 
around the ñbuilding upò of ideas.  Design thinking process: Define, Research, Ideate, Prototype, Choose, Implement, Learn.

More technology than solutions: This is an architectural map of another actual IT department.  Imagine trying to get any quality 
information out of this system!  They have a very complex IT environment with many ñbest of breedò components that they integrated 
together themselves. They have a high proportion of customized software and interfaces.  They have multiple, duplicate applications and 
versions of data. This creates the need for a very high amount of data movement between different systems.  The environment is inflexible 
and difficult to change. They have not created their IT environment in accordance with a comprehensive architectural framework. This has 
compounded complexity and increased time to deliver new functionality.  The environment is costly to maintain and operate andvery costly 
to enhance or to integrate new functionality.

Key new architecture goals: Streamline and simplify.  Reduce the number of different platforms and architectures that must be 
supported.  Ensure that the technology stacks deployed work seamlessly, as if it were from a single vendor.  Consolidate vendor 
relationships where possible and establish deep partnerships with a core set of technology providers who work together today andin the 
future.  Manage infrastructure smarter and more effectively.

Contain and reduce costs:  Embrace open platforms that cost less and scale more effectively without sacrificing security or stability.  
Automate the most labor intensive IT processes, like software maintenance and management. Ensure that the architecture works together 
- hardware, operating systems, services and key applications.  Embrace vendors that promote open standards and interoperability.

Major IT trends used For project design:

Virtualization- Abstraction of server, operating system, application and storage devices

Grid storage and computing- Gaining IT power when you want it, where you want it

Service-Oriented Architecture (SOA)- Simplify how information technology services are deployed, accessed and managed

Information Lifecycle Management (ILM)- A policy-based approach to managing the flow of an information system's data 
throughout its life cycle: from creation and initial storage to the time when it becomes obsolete and is deleted.

Maximum available architecture-Unified high availability (HA) solution for business services and the associated data storage
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The combination of process and tools  - A way forward

The Project BonFire ñhouseò must be built from the foundation up or the ñhouseò will not stand.

A consolidation effort which does not standardize the process, systems and tools used to support service delivery will 

have a difficult time reducing total cost of ownership and improving quality of services delivered to the customer.

17
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How was it done? ïBonFire Methodology

The processes described are to be used for requesting the installation one or many new systems (servers or 

applications).  This system is design oriented ïrather than bringing a list of requirements, consider the business 

needs and work together in designing the best-fit requirements to meet the needs.  The Bonfire and design 

thinking methodologies:

Bonfire methodology:

Identify, Freeze, Design, Build, Test, Resolve, Document, Repeat

Design thinking

Define, Research, Ideate, Prototype, Choose, Implement and Learn

The Bonfire process is a superset of the DIACAP checklist process as well as design thinking, as can be seen in this 

comparison of each step and how it compares to the other steps.  All of these processes are used in conjunction, 

each facilitating the other.  Documentation happens throughout the entire process.   With BonFire, you know the 

documentation is accurate because the environment was completely reproduced from it.  This is also called the 

ñScorched earthò method and why the project is called BonFire. 

18
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How was it done? ïProcess

More complex than technical issues

The BonFire project was made up of members from the Communications Squadron, IT, DISA, CMX, several 
contracting entities and airmen.  Basically a regular project by todayôs standards.  

The most important success factor is to have an executive sponsor for the project.  

The  contracting world will have disparate cultures or no culture at all as they come together to do a project.  
Developing a project culture is another tool for continuous improvement. One of the greatest challenges is to 
facilitate giving up separate agendas for one common goal.  The doctrine of inclusion is the process of creating 
stakeholders of all the team members and their organizations.  Those that would usually detract were given 
assignments and óyoked upô to the project.  Their success then becomes tied to the success of the project.  Once 
the barriers are removed the technical skills and the personalities of the participants make the project an 
enjoyable endeavor.

The project was broken into several windows of effort.  At each window the tasks were well defined with responsible 
parties and due dates.  The daily focus meetings were attended by all team members to keep the effort on track 
and bring up potential issues including distractions from other efforts.  After each window a couple of weeks were 
used to take care of other responsibilities that were of a lower priority and then the next window was started.

Celebrating the finish is as important as any other part of the project.  There will always be another task ahead, but 
the gratitude shown for a job well done will be a lasting memory.
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How was it done? ïAgile Development Techniques

20
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How was it done? ïUtilizing Innovative Technology
The value of information either increases or decreases over time.   ILM provides different levels of accessibility and protection 

based on the changing value to optimize costs significantly.  Virtualization abstracts underlying complexity in the tiered 

infrastructure for non-disruptive information moves or hardware changes. It also enables resources to be dynamically provisioned

across applications, reducing management complexity and simplifying resource allocation.

On a basic level, capacity optimization (CO), primarily referred to as deduplication technology, is similar to conventional data

compression. However, deduplication can provide a much greater compression factor. Conventional text compression can 

reduce the size of an object by a factor of up to about 2, but dedupe can reduce the size of an object by a factor of 20 or more. 

This means that a given object requires only about 5 percent as much storage space with dedupe as without, or 10 percent as 

much storage space with dedupe as with conventional compression. These factors also apply to data transmission time for a 

given bandwidth. Alternatively, an object that normally requires a broadband or high-speed connection for transfer can be sent 

over a narrowband connection in a reasonable length of time.   

Take advantage of the encapsulated .vmdk files, and use the built in VMware tools to snapshot, replicate, and copy these .vmdk 

files for bare-metal and disaster recovery. This works well, but has limitations as the VM either needs to be shut down, or the 

snapshot is crash-consistent, and not appropriate where this could result in data integrity issues. Also, these backups are 

essentially full backups and require vast amounts of disk space for holding multiple copies of the files. 

Most enterprises create a hybrid approach that uses file/application agents when required (e.g. for consistent backups of 

databases), and snapshot copies of the .vmdk files for disaster recovery of the VMs themselves; relying on the operating system 

to handle the crash recovery on startup.

Devices with deduplication technology, repeated full backups of VMware .vmdk files use a very small amount of physical disk 

storage. As a result, daily full backups can use an order-of-magnitude less storage than block-level incremental backups. The 

dedupe near line storage devices we are using, Data Domain DD690g, reduces the storage consumed by our daily full backup of 

VMware .vmdk files by an average of 40-60x depending on the standardization of the host. Backing up the same VMs with 

backup agents results in even higher aggregate data reduction, as the data segments are redundant across both methods of 

backup. 
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How was it done? ïUtilizing Innovative Technology

1 TB low power SATA II drives further extend cost-effective, tiered storage options within some arrays.   They 

deliver the highest current density at the lowest cost and requires 96 percent less energy per terabyte than 73 

GB 15K rpm Fibre Channel drives. In addition, when compared to a traditional 1 TB SATA drive, the low power 

drive requires 32 percent less energy per terabyte. 
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